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Abstract—In this paper we discuss a theoretical approach to do 
early assessment of the area and power consumption of hardware 
accelerators for elliptic curve cryptography. For evaluation we 
developed several different one clock multipliers as building 
block for the final serial multipliers. The former are evaluated 
concerning their efficiency in comparison to literature and the 
results of our assessment technique are compared with synthesis 
results. Since the application areas we are interested in are 
embedded systems, pervasive computing or wireless sensor 
networks we investigated serial multipliers in order to achieve 
reduced area and energy consumption compared to the single 
clock multipliers. Our evaluation clearly shows that our 
approach provides good hints to select well suited 
implementation candidates.  
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I.  INTRODUCTION 
Embedded systems and wireless sensor networks have 

gained significant interest for being used in critical application 
areas such as industrial control systems. Reliability and by that 
security of those systems is of extremely high importance. But, 
for resource constraint devices the computational effort of 
strong security means, especially when public key 
cryptography is used are still too costly.  

During recent years elliptic curve cryptography has gained 
significant attention. This is due to the fact that it provides 
higher security than RSA while consuming significant fewer 
resources. I.e. its keys are shorter and the computational 
overhead is less. But, for resource constraint devices such as 
embedded systems or wireless sensor nodes the computational 
effort when realized in software is still too high. The alternative 
is to implement ECC operations as hardware accelerators. The 
polynomial multiplication is costly and often executed when 
ECC is applied. Thus, it is the function that has the highest 
impact on area and/or energy consumption and by that it is the 
most often researched function for hardware implementation of 
ECC. Finding the “optimum” hardware accelerator is a time 
consuming and difficult task. On the one hand it needs to be as 
small as possible to reduce production costs, on the other hand 
it needs to be as energy efficient as possible since the target 
system is battery powered. One way to improve the hardware 
implementation of ECC is the optimization of polynomial 
multiplication. There exist several approaches to minimize the 

complexity of the polynomial multiplication [1]-[8]. A very 
promising approach to optimize polynomial multipliers is to 
combine these methods [9]. If an optimum combination is 
found this reduces the area and energy consumption 
significantly [10]. Another means to reduce the area of 
multipliers is to prolong the calculation time, i.e. to spend 
several clock cycles to calculate the polynomial product as a 
sum of partial products [11], [12]. Determining the multiplier 
with the minimal energy and/or area consumption is a tedious 
task especially when several multiplication methods are taken 
into account. 

In this paper we present a means to assess the gate 
complexity of polynomial multipliers and discuss its 
applicability using 25 design alternatives as well as synthesis 
results of the most promising implementation candidates.  Our 
evaluation shows that the complexity assessment provides good 
results well suited to select from different design choices. 

The rest of this paper is structured as follows. In section II 
we shortly introduce the background of polynomial 
multiplication and our complexity assessment approach. After 
that we discuss and evaluate one clock multipliers that we use 
later for realizing serial multipliers, and their theoretical gate 
complexity. Then we investigate the resulting serial multipliers 
and their gate complexity. In section III we evaluate our 
approach using data from the literature as well as synthesis 
results. The paper closes with short conclusions.  

II. POLYNOMIAL MULTIPLIERS 

A. Definition of polynomial multiplication 
First of all we give the definition of polynomial 
multiplications over extended binary fields GF(2k). 
Let ∑
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and f(x) be the irreducible polynomial of degree k generating 
GF(2k).  
 
The multiplication of the elements A(x) and B(x) is defined as 
follows: 

 )()()()()()(' xfmodxCxfmodxBxAxC =⋅= . (1) 
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The multiplication (1) can be performed in two steps: the 
calculation of the polynomial C(x) of degree (2k-2) and 
reduction of this polynomial C(x) to the degree k. In this paper 
we concentrate on the optimization of the first step of the 
multiplication only, i.e. on the polynomial multiplication:  
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The symbol ⊕ in (2) denotes the Boolean XOR operation. 
Elements of GF(2k) can be (and are usually) represented as k-
bits long binary numbers: ∑
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B. Gate complexity of polynomial multiplication 
We describe the gate complexity (GC) of polynomial 
multiplication for k-bits operands by the exact number of the 
Boolean XOR operations ‘#XOR’ and by the exact number of 
the Boolean AND operations ‘#AND’, because only these two 
operations are needed to calculate the polynomial product (see 
(2)) and because they are implemented in hardware by an 
XOR or an AND gate respectively. 

 ( )XORANDGC MM
k #;#= . (3) 

In (3) the ‘MM’ shows the used multiplication method. The 
minimal area and energy consumption of a multiplier can be 
calculated based on its gate complexity (3) and on the area and 
the energy consumption of the gates (AreaAND, AreaXOR and 
EAND, EXOR) of the applied technology: 
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We use the following model for the average energy in (4):  
In our model are considering two input AND and XOR gates 
only. The energy consumption of the gates depends on their 
input values. If the input values do not trigger any state change 
the consumed energy is negligible, otherwise i.e. if input 
values trigger state changes the consumed energy is by far 
higher and depend on the logic function implemented by the 
gate and on whether the output changes from zero to one or 
vice versa.  
In order to estimate the energy consumption of design 
alternatives we use the average energy consumption of AND 
and XOR gates (EAND, EXOR) which we calculated from the 
energy consumption of the following four state changes for the 
IHP 0.13µ technology: 
- first input is 0; second input is 0 and output changes  to 1  
- first input is 0; second input is 1 and output changes  to 0 
- first input is 1; second input is 0 and output changes  to 1   
- first input is 1; second input is 1 and output changes  to 0. 
An additional challenge when calculating the energy 
consumption stems from the fact that not all gates are always 
flipping when the polynomial product is calculating. This fact 

can be taken to account using a statistical coefficient. For 
example, if in average only 50% of all gates are flipping 
formula (4) can be modified as 
follows: )#(#2/1 XORAND EXOREANDE ⋅+⋅= . The problem is that 
the number of the flipping gates of the polynomial multiplier 
depends on both multiplicands, i.e. on the inputs. The using of 
such statistical coefficients in the energy consumption model 
of polynomials multipliers might result in a significant 
difference of the theoretical and practical results since the 
latter are obtained for the concrete multiplicand values. 
We are aware of the fact that our model only very roughly 
approximates the real energy consumption but since we are 
mainly interested in comparing implementation alternatives, 
and not in predicting concrete energy consumption values, we 
are convinced that our model is well suited for assessing 
implementation candidates.  
 
There exist many multiplication methods (MM) that can be 
applied to reduce the complexity of polynomial multipliers: 
the classical and the generalized Karatsuba MM [1] for n>1; 
Karatsuba MM [2] for 2- and Winograd MM [3] for 3-term 
operands, the latter two are the special cases of the generalized 
Karatsuba MM; Montgomery MM for 5-, 6- and 7-term 
operands [5]. These approaches segment the multiplicands into 
n smaller m-bits long parts (terms), which are then multiplied. 
Of all these MMs the classical MM requires the biggest 
number of partial multiplications. Other MMs lead to a 
reduced number of partial multiplications but require more 
XOR-operations compared to the classical MM. The gate 
complexity of these Karatsuba-like multiplication methods can 
be also described using a slightly modified i.e. recursive 
definition of the gate complexity: 

 ( )XORGCMULTGC ji MM
m

MM
nmk #;# ⋅== , where (5) 

MMi – the used MM;  #MULT – the number of partial multiplications, and 
jMM

mGC – the gate complexity of partial multipliers. 
 
The number of partial multiplications #MULT and the number 
of XOR gates #XOR depend on the selected multiplication 
method MMi and on the segmentation n of the operands. The 
knowledge of the gate complexity jMM

mGC of each partial 
multiplier as tuple (3) allows calculating the gate complexity of 
full k-bits multipliers.  

C. One clock  multipliers 
A one clock multiplier, which implements the multiplication 
method MMi and contains #MULT of partial multipliers (see 
(5)), can calculate the polynomial product in a single clock 
cycle. Each partial multiplication can be implemented by any 
multiplication method MMj or even by any combination of 
multiplication methods. Optimal combinations of different 
MMs can be determined algorithmically [9]. In [10] we 
presented the determination of area and/or energy optimal 
combinations of 8 MMs with reduced number of XOR 
operations.  



 

In this paper we describe the combination of 13 MMs as 
described in [10]. We determined the area-optimal 
combinations of these MMs for the IHP 0.13µ technology for 
all lengths of operands up to 600 bits. In order to benchmark 
our results we are using results from [1]1 and [9]. Since these 
articles give the gate complexity only for operands of a length 
up to 128 bits we reconstructed the gate complexity for longer 
operands i.e. up to 600 bits. We calculated the area of 
multipliers based on the reconstructed gate complexity using 
eq. (4). Fig. 1 shows the calculated area of multipliers for 
polynomials of a length of up to 600 bits for both approaches 
used as benchmarks and for our approach. The red curve in 
Fig.1 depicts the chip-area of multipliers that we calculated 
based on gate complexity reconstructed from [1]. The black 
curve depicts results we derived from [9]. The area 
consumption of our approach (green curve in Fig.1) is 33 per 
cent smaller than the results represented by the red curve and 
about 10 per cent smaller than the results represented by the 
black curve. 
 

 
Figure 1.  Calculated area of multipliers for an operand length of up to 600 
bits for our approach (green line) and  approaches  presented in [1] (red line) 

and [9] (black line) respectively 

Table I shows the parameters of the synthesized polynomial 
multipliers that we used as m-bits partial multipliers in our 
serial nm-bits polynomial multiplier. 

TABLE I.  PARTIAL MULTIPLIERS: CALCULATED PARAMETERS AND 
SYNTHESIZED VALUES 

m, 
bits 

Theory Synthesis 
Gate Complexity area, 

mm2 
energy,  

pJ 
area, 
mm2 

energy,  
pJ 

64 GC64=(1296AND; 2387XOR) 0.0426 35.13 0.0396 29.82 
59 GC60=(1350AND; 2094XOR) 0.0391 32.76 0.0362 27.12 
78 GC80=(2025AND; 3396XOR) 0.0616 51.34 0.0575 42.90 

 
The area and energy of all synthesized multipliers are smaller 
than the theoretical calculated values. This can be explained by 
the following fact: the calculation of the area of multipliers is 
based on the area of 2-inputs-AND and 2-inputs-XOR gates. In 
reality each technology provides also other gate types. For 
example, the IHP 0.13µ technology [13] has also 3-inputs-
XOR gates. The Synopsis tools [14], that we use for the 

                                                           
1 by results of [1] we denote the data provided for the recursively applied 
generalized Karatsuba MM with minimal number of AND and XOR gates. 

synthesis of the multipliers applies  often a single 3-inputs-
XOR gate instead two 2-inputs-XOR gates, reducing the 
resulting area and changing the energy consumption. The 
average deviation of the area of synthesized multipliers from 
the calculated one is about 7 %. The deviation of the energy 
values is much larger, i.e. approximately 16%. This deviation is 
caused by the following facts: 
- not all gates are flipping causing  the reduction  of  the 
theoretically determined  energy consumption value 
- the energy consumption of each gate depends on its input 
values and by that the average value used in the calculation 
already deviates stronger from the real values as in the case of 
the constant area parameter. To obtain energy consumption 
values from Table I we performed a sequence of more than 
1000 multiplications using random inputs. For each gate of the 
multipliers its energy consumption was collected. Based on 
these values the total power consumption of the multiplier and 
its energy consumption per single clock cycle (i.e. per 
individual multiplication) were determined. 
Table II shows the relation of theoretically calculated values 
and synthesis results for area and energy for investigated 
multipliers using the 64-bit partial multiplier as normalization 
value.   

TABLE II.  RELATIONS OF PARAMETERS OF INVESTIGATED MULTIPLIERS 

m, bits area, mm2 energy, pJ 
Theory Synthesis Theory Synthesis 

64 1 1 1 1
59 0.92 0.91 0.93 0.91
78 1.58 1.59 1.57 1.58

 

D. Serial multipliers 
All partial products can be calculated serial within #MULT 
clock cycles using a single m-bits partial multiplier only (see 
(5)). This reduces the area of the k-bits polynomial multiplier 
significantly [11], [12]. 
In serial multipliers the polynomial product will be 
accumulated in output registers. We explain this process using 
the example of the Winograd MM for 3-term polynomials, i.e. 
for the case of the segmentation of the operands into n=3 m-
bits long terms. The multiplication formula for this case is the 
following: 
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Each partial product PPi=AiBi (or PPij=(Ai⊕Aj)(Bi⊕Aj) ) in (6) 
is (2m-1)-bits long and can be written as a sum of two 
segments: the (m-1) most significant bits, which will be 
denoted as PPi[1] and the remaining m-bits denoted as PPi[0]. 
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Eq. (8) is derived from (6) by applying (7): 
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Eq. (8) can also be represented as a table In the rest of this 
paper named as table representation, (TR), see Table II. The 
leftmost column shows both segments of the partial products, 
i.e. all PPi[d] and PPij[d], where { }1,0∈d . All other columns 
correspond to an individual product segment. If the product 
segment Ci is calculated by adding a partial product segment 
PPj[d], the cell of the TR with 'coordinates' (PPj[d], Ci) is 
filled with the symbol ⊕. Otherwise the cell is empty. 

TABLE III.  TABLE REPRESENTATION OF 3-TERM-WINOGRAD-MM,           
‘⊕’ INDICATES WHICH PARTIAL PRODUCTS NEED TO BE ADDED TO RETRIEVE Ci  

A0⋅B0 [0]=PP0[0]    ⊕ ⊕ ⊕
A0⋅B0 [1]=PP0[1]   ⊕ ⊕ ⊕  
A1⋅B1 [0]=PP1[0]   ⊕ ⊕ ⊕  
A1⋅B1 [1]=PP1[1]  ⊕ ⊕ ⊕   
A2⋅B2 [0]=PP2[0]  ⊕ ⊕ ⊕   
A2⋅B2 [1]=PP2[1] ⊕ ⊕ ⊕    
(A0⊕A1)⋅ (B0⊕B1) [0]=PP01[0]     ⊕  
(A0⊕A1)⋅ (B0⊕B1) [1]=PP01[1]    ⊕   
(A0⊕A2)⋅ (B0⊕B2) [0]=PP02[0]    ⊕   
(A0⊕A2)⋅ (B0⊕B2) [1]=PP02[1]   ⊕    
(A1⊕A2)⋅ (B1⊕B2) [0]=PP12[0]   ⊕    
(A1⊕A2)⋅ (B1⊕B2) [1]=PP12[1]  ⊕     

 C5 C4 C3 C2 C1 C0

 
Table III contains 6 different partial products. They can be 
calculated within 6 clock cycles using a single partial 
multiplier. In this case only one partial product is available at 
the same time. For each segment Ci the sum of necessary 
segments of partial products can be accumulated within 6 
clock cycles. Fig. 2 shows the structure of the serial multiplier 
and Table IV shows the corresponding accumulation plan. 
 
Fig. 3 and 4 show the accumulation units for different 
segments of the polynomial products according to the 
accumulation plan. 
 

 
Figure 2.  Structure of our serial polynomial multiplier 

TABLE IV.  ACCUMULATION PLAN FOR CALCULATION OF THE 
POLYNOMIAL PRODUCT ACCORDING TO TABLE II 

Clock 
cycle

Available partial 
product PP

Accumulation plan 

1 PP0 
C0=C0⊕PP[0];  C1=C1⊕PP[0]⊕PP[1]; 
C2=C2⊕PP[0]⊕PP[1];  C3=C3⊕PP[1] 

2 PP1 
C1=C1⊕PP[0];  C2=C2⊕PP[0]⊕PP[1]; 
C3=C3⊕PP[0]⊕PP[1];  C4=C4⊕PP[1] 

3 PP2 
C2=C2⊕PP[0];  C3=C3⊕PP[0]⊕PP[1]; 
C4=C4⊕PP[0]⊕PP[1];  C5=C5⊕PP[1] 

4 PP01 C1=C1⊕PP[0];  C2=C2⊕PP[1] 
5 PP02 C2=C2⊕PP[0];  C3=C3⊕PP[1] 
6 PP12 C3=C3⊕PP[0];  C4=C4⊕PP[1] 

 
 

 
Figure 3.  The accumulation unit for C0: this unit contains m AND gates, m 
XOR gates and m flip-flops to realize the m-bits register. The structure of the 
accumulation unit for C2n-1 is the same, but the input value is the (m-1)-bits 

long PP[1]. 

 
Figure 4.  Accumulation unit for Ci, 1<i<2n-2; this unit contains (m+m-1) 

AND gates, (m-1+m) XOR gates and m flip-flops to realize the m-bits 
register. 

The gate complexity of the k-bits serial polynomial multipliers 
can be described according to its structure (see Fig. 2) as 
follows: 
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The gate complexity of the control unit is very small compared 
to the area of other units. Therefore (9) can be written for the 
implementation of 233-bits multiplication as follows:  
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For the described segmentation of multiplicands into n=3 terms 
the length of segments m in (10) is equal to 78 bits. Eq. (10) 
can also be used for the calculation of the gate complexity of 
other 233-bits serial multipliers, if they have the same 
structure. Eq. (10) doesn’t contain the number of flip-flops (see 
Fig. 3 and 4) because each multiplier contains the same number 
of flip-flops for the output values independently of the 
implemented multiplication method.  

III. EVALUATION OF THEORETICAL DATA 
In this section we discuss the theoretical performance 

parameters of the multipliers we investigated.  

The execution time of the multiplication is an important 
parameter. We investigated the serial polynomial multipliers, 
which can calculate the polynomial product in less than 30 
clock cycles. We calculated the area and energy consumption 
for the following MMs using eq. (10): 

- n-term Karatsuba MM with 1<n≤7 
- n-term Winograd MM with 1<n≤7 
- generalized n-term Karatsuba MM with 1<n≤7 
- n-term Montgomery MM with 5≤n≤7 

We obtained the multiplication formulae for the n-term 
Karatsuba MM in the following way: we derived the 
multiplication formulae for the 8-term multiplicands using the 
Karatsuba multiplication formula recursively. The expression 
for multiplication of 8-term-polynomials contains 27 partial 
products of m-bit long terms of multiplicands. The expression 
for the polynomial product of 7-term long operands can be 
obtained from the expression for 8-terms long operands by 
setting the most significant terms of both polynomials to zero 
and so on. We obtained the n-term Winograd MM formulae  in 
the same way.  
The serial multipliers have the same structure (see Fig. 2). The 
gate complexity of these multipliers does not depend on the 
applied MM and is approximately the same using the same 
segmentation and the same optimized partial multiplier (see eq. 
10). The area of those multipliers is also approximately the 
same. Their energy consumption depends on the number of 
clock cycles, which are necessary to accumulate the 
polynomial product.  The number of clock cycles is equal to the 
number of partial multiplications #MULT of the applied MM 
(see eq.5) and is given in table IV for each of the investigated 
MMs and also for the classical MM. The former determines the 
energy consumption of multipliers, i.e. it depends on the 
applied MM and is shown in Table V for each investigated 
MM.   

 

TABLE V.  NUMBER OF CLOCKS FOR INVESTIGATED MM 

Investigated MM Number of clocks for the segmentation n
n=2 n=3 n=4 n=5 n=6 n=7

classical 4 9 16 25 - -
n-term Karatsuba 3 6 9 14 18 23
n-term Winograd 3 6 9 14 18 23

generalized n-term Karatsuba 3 6 10 15 21 24
n-term Montgomery - - -  13 17 22

 

For all investigated multipliers we calculated the area and 
energy consumption using their gate complexity and the gate 
parameters of the IHP 0.13µ technology.  

In addition we calculated the gate complexity of the serial 
multiplier that calculates the product using the classical MM. 
Such a multiplier doesn’t contain the unit for calculating the 
inputs of the partial multiplier. Also its accumulation units are 
less complex than those needed for other MMs (see Fig. 4). 
We calculate the gate complexity of the serial classical 
multiplier using (11):  
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Fig. 5 shows the calculated area and energy consumption as a 
function of clock cycles required by each polynomial multiplier 
for the accumulation of the product.  The red curve shows the 
energy consumption of all investigated multipliers and the 
green curve shows their area. The area and energy consumption 
of the optimized one clock 233-bits multiplier are given for 
comparison. Also the serial multiplier presented in [12] is 
shown in Fig.5. 

 

Figure 5.  Calculated chip-parameters of all investigated serial polynomial 
multipliers  

As selection criterion for the best multiplier we selected not 
only the area-power product but also the execution time of the 
multiplication. We determined 2 candidates for 
implementation: the 6-clock cycles multiplier using 3-term-
Winograd MM (36 mm2·pJ) and the 9-clock cycles multiplier 
using 4-term-Karatsuba MM (31 mm2·pJ) 2. Note that the area 
of other i-clock multipliers (i>9) is marginally smaller than the 
area of the 9-clock cycles multiplier but their energy 
consumption, area-power product and calculation time are 
much larger.  

                                                           
2 For comparison, the 9-clock cycles multiplier presented in [12] has an area-
power product of 37 mm2·pJ. 



 

For the evaluation of our theoretical results we synthesized 
the 6- and 9-clock cycles serial multipliers for the IHP 0.13µ 
technology using Synopsis tools [14]. Additionally we 
synthesized the design from [12] as benchmark for our 
practical results. Table VI shows the area and energy 
consumption of the synthesized polynomial multipliers and the 
chip parameters of the kP-designs using these polynomial 
multipliers.  

TABLE VI.  PARAMETERS OF SYNTHESIZED DESIGNS 

Operation Design details m, bits area, mm2 Energy

polynomial 
multiplication 

9-clock multiplier (as in [12]) 64 0.1140 1.05 nJ
9-clock multiplier (this work) 59 0.1090 0.95 nJ
6-clockmultiplier (this work) 78 0.1323 0.72 nJ

kP 
 using 9-clock multiplier ( from [12]) 64 0.2480 2.29 µJ
 using 9-clock multiplier (this work) 59 0.2430 2.14 µJ
 using 6-clock multiplier (this work) 78 0.2662 1.74 µJ

 
The comparison of the chip-parameters of synthesized 
multipliers and kP-designs reveals: 

- Applying the optimized 59-bits partial multiplier instead of 
the 64-bit partial multiplier in the 9-clock cycles serial 
polynomial multiplier reduces the area of the multiplier about 
4.4% and at the same time the energy consumption about 9.5%.  

- Applying our serial 6-clock cycles polynomial multiplier 
instead of the 9-clock multiplier from [12] reduces the energy 
consumption of a single polynomial multiplication about 
31.4%. The energy consumption of the full kP-designs and the 
execution time of the kP-operation are reduced about 24% and 
28%, respectively. 

CONCLUSION 
In this paper we have presented a theoretical approach to do 
early assessing of the area and power consumption of hardware 
accelerators for elliptic curve cryptography. We developed one 
clock multipliers for up to 600 bits long operands using optimal 
combinations of 13 multiplication methods. We have 
calculated the area and energy consumption of 25 serial 
polynomial multipliers for the multiplication in GF(2233) that 
we use as an example. This approach can be applied also for 
the development of a serial multiplier for other operand length. 
We used the results to select three multipliers for further 
evaluation. These multipliers were synthesized and the 
synthesis values are given in the article. The comparison of the 
theoretical calculated data and the synthesized values shows 
that our approach provides a good and reliable means to do an 
early assessment for selecting implementation candidates well 
suited for resource constraint, low cost devices such as 
embedded systems or wireless sensor nodes. 
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